NeuroAEAD

MNOCT-KBAHTOBOE AYTEHTU®PULIUPOBAHHOE HIN®POBAHUE HA
OCHOBE HEMPOCETEBOM APXUTEKTYPBI C PASMEPOM KOJIA 7 KB

AHHOTALUA - B pabGore mnpencrasien NeuroAEAD — anroputm
ayTeHTU()UIIUPOBAHHOTO MU(POBAHUS HA OCHOBE HEMPOCETEBON apXUTEKTYphl Ha
enuHoM siape Neurohash ans kxpunrorpaduveckux HNPUMUTHBOB. AJTOPUTM
ycnenrHo npomén noianyto ceprudukanuio NIST SP 800-22: 15 u3 15 tectoB Ha
835 nmocnenoBarenbHOCTAX 110 1 000 000 6uT (061mMit 066éM 100 MB) 6e3 enuHoOiM
cTaTucTU4eckor anomanuu («3BE3mouex»). Jlocturnyra ckopocts 1031 Mb/c B
MOJIHOCTHIO TporpamMmHoi peanuzainuu (C++, 6e3 ammaparnoro AES-NI), uto
MPEBOCXOAUT BCc€ M3BECTHBIE Nporpammubie AEAD-anroputmbl. Pazmep koma c
oOyueHHbIMU BecaMu cocrtaBiger 7 Kb — wmeHpie mnonHo(yHKIHOHATBHBIX
peamuzauuii AES-128-GCM (OpenSSL, 18 Kb). KitoueBbie kpuntorpadguueckue
XapakTepucTuku: JaBuHHBIN 3ddext 49.77-50.12% (7 u3 7 TecToB), SHTpONUS
[llernona 7.9997—-7.9999 6ut/6aiit, orcyrctBue kosuuszuit (0/100 000 nist Teron),
oananc outoB 50.06% / 49.94%. ObGecneuena 3amura or Key Commitment arax
(0/50 000), Padding Oracle arak (yiaBuna >200 OuT B Tere) W timing-arax
(moctostHHOE BpeMsl BhITIOJIHEHUs ). PasMep Tera ayTeHTHuKanuu — 64 Gaiira (512
OUT), 4TO OOECIEeUrBAET KBAHTOBYIO CTOMKOCTh Ha ypoBHE 512 OUT. ApXUTEKTypa
HE CONEPKUT BETBICHUNW B KPUTUYECKUX OINEpalMsIX ¢  MOJHOCTHIO
netepMuHUpoBaHa Ha J00bix CPU. ANropuTM MCHONB3YET €IMHOE HEMpOCeTeBOe
sanpo s 8 kpunrorpaduueckux npuMutuBoB: AEAD, Hash, MAC, KDF, DRBG,
KEX, SIGN, CIPHER.

KuarueBbie cioBa: AEAD, ayrentuduumpoBanHoe mudpoBaHue, HelpoceTeBas
kpunrorpadus, NIST SP 800-22, kBanTOBasi CTOHWKOCTh, constant-time, Key
Commitment, Padding Oracle, nporpamMMHasi npoOu3BOAUTEIBHOCTb.

1. BBEJIEHHUE

AyrtentuduimpoBannoe mudposanue (Authenticated Encryption with Associated
Data, AEAD) siBnsieTcs oqHUM U3 HauboJsee BOCTPeOOBaHHBIX KpUNITOrpaduyeCcKUxX
OPUMUTHBOB, OOECHEUMBAIOIIMX  OJHOBPEMEHHO KOH(UIECHIMANBHOCTh U
IEJOCTHOCTh NaHHbIX. AEAD mpumeHsieTcs B MpOTOKOIax Oe30macHoi mepenadn
nanabix (TLS 1.3, QUIC, IPsec), cucremax 3amumiéHHoro xpaHenus, loT-
YCTPOMCTBAX U KPUTHUECKOU MH(POPMAITMOHHON UH(PACTPYKTYpE.

CyuecTBytoiue crangapTusupoBannbie peanuzauuu AEAD, takue kak AES-128-
GCM wu ChaCha20-Poly1305, wumeror psg orpannuenuii. AES-GCM B



nporpaMMHoON peanu3zanuu 6e3 anmnapatHoro yckopenus (AES-NI) nemoncTpupyer
ckopocth mopsiaka 200-400 Mb/c. ChaCha20-Poly1305, xotss u ObicTpee
nporpammuoro AES, nocturaer 500-900 Mb/c B 3aBucumocTu ot peanuzaruu. Oda
AJITOPUTMA UCTIONB3YIOT 128-0UTHBIN Ter ayTeHTU(PHUKAIINH, YTO HEAOCTATOUHO JIJIs
3alllMThl OT KBAaHTOBBIX aTak ¢ MCHOJb30BaHueM airoputrma ['posepa. Kpome toro,
m3BecTHbl araku THna Key Commitment na AES-GCM, a pa3smep
noHO(GYHKITMOHANBHBIX peanu3aruii (OpenSSL) nocturaer 18 Kb.

B Hacrtodmell pabore mnpennaraercss NPUHIUOUAIBHO HOBBIA MOAXON —
HCITOJIb30BAHUE HEHUPOCETEBOM apXWUTEKTyphl B KadecTBe sapa AEAD,
oOecreunBarolel BEICOKYIO0 TPOrpaMMHYIO TPOU3BOAUTEILHOCTD MPU KOMIIAKTHOM
pa3mepe Koaa U KBAaHTOBOW CTOMKOCTH.

2. APXUTEKTYPA NeuroAEAD
2.1. IpuHuMI padoTbl

NeuroAEAD nocTpoeH Ha OCHOBE MHOTOCIIOMHOW HEWPOCETEBOW apXUTEKTYPbI
NeuroHash, npomenmeit nonnyto ceprudukamuio NIST SP 800-22. SAnpo
MPENICTaBIAECT CO00M HEHpPOHHYIO ceTh U (QYHKIMIO akThBauu tanh(x)-sin(wx).
AJropuTM UCHOIB3YET MABYXIPOXOIHYIO CXEMY: MEpBBIA MPOXOJ TI€HEpPHUPYET
KJr0ueBoil motok (keystream), BTopoii — BBIYUCIISIET TET ayTEHTU(UKALIIH.

[Ipornecc ayTeHTUHUIIMPOBAHHOTO MKU(PPOBAHUS BKIIOYAET CIACAYIOIINE ITAIIbI:

1. ®opmupoBanue BxomHOro Oydepa (K04, nonce, acCOLMUPOBAHHBIC
JTAHHBIE).

2. Tenepanus kimoueBoro notoka uepes3 NeuroHash (mepBbiit mpoxon).
3. IIudpoBanue oTkpsITOro Tekcta onepamueit XOR ¢ KIIH0UeBbIM TOTOKOM.

4. ®opmupoBaHue BxogHOoro Oydepa i Tera (kmwod, nonce, AAD,
G POTEKCT).

5. Brwruucnenue Tera ayrentudukauu yepe3 NeuroHash (Bropoii mpoxon).

2.2. Kondurypauus
NeuroAEAD, nporiesinast HOJHBIN UK CePTUDUKAITIN:

Tabmuma 1. [MapameTpsl ceptudunmpopanroi Bepcun NeuroAEAD



Ilapamerp

3HaueHue

IIpumeyanue

Pa3mep Giioka

64 6Gaiita (512 6ur)

B 4 paza 6onsmie AES

Pazmep Tera

64 Gaiita (512 6uT)

KBanToBas cTolKOCTb

Pa3mep kiroua

32 Gaiita (256 6uT)

[TocT-KBaHTOBBIN YPOBEHB

Pa3zmep nonce

12 6aiir (96 6ur)

CranpapTHblil pa3mep

Pa3zmep BecoB

2048 x int16 = 4096 Gaiit

OObyuaeMbie apamMeTpsl

Pazmep kona

~7 Kb

Mensiie OpenSSL AES-GCM

2.3. 3amuTa ot timing-arak (Constant-Time)

Jlns 3amuThl OT timing attacks peann3oBaHBI CIICTYIOMINE MEPHI:

o Bce nukiel uMeroT GUKCUPOBAHHOE KOJIMYECTBO UTEPAIUH.

U OTCYTCTBYIOT BCTBJICHH:, 3dBUCAIINUC OT CCKPCTHOI'O KJIrO4a.

o MHcnonw3yercs Tabnuiia npeaBHIYMCICHHBIX 3HaUueHU byte to float BMecTo

OTeparyn JICJICHHUS.

o IloCTOSHCTBO BpeMEHHM BBIMIOJHEHUS TMOATBEPHKICHO SKCIEPUMEHTAIBHO
(ko3 purmenT

Bapuaunu  5.44%

ONTUMHU3UPOBAHHOM).

2.4. lerepMHUHHM3M Ha pa3HbIX I1argopmax

Bepcusa ucnosb3yer
HE3aBUCUMBIMM CyYMMaMH B IIEPBOM CJIO€ HEWpOCETH,
unaeHTHaHbIe pe3ynbraThl Ha 00X CPU (Intel, AMD, ARM) He3aBucuMO OT

yHU(ULIHUPOBAHHYIO

IIOpsJIKa ONEPaLUi C IUIaBAOIEH TOYKOM.

otnagouHoi cbopke, <3%

CKASIPHYIO  pEal3aIfio ¢

00eCIeYnBaIOIIy IO



3. METOAOJIOI'UsI TECTUPOBAHUSA

3.1. AnnaparHoe obecne4yeHue
o IIpomeccop: Intel Core Ultra 9 (22 siapa, 3.0 ['T).
« O3V:32T'b DDR4-3200.
« OC: Windows 11.

3.2. [IporpammHoe obecnieyeHmne
o Kommunsitop: Microsoft Visual C++ (C++17).
o MHucrpymentsi: NIST SP 800-22 test suite, QueryPerformanceCounter.

o OpenSSL 3.0 (1111 cpaBHUTETBLHOTO TECTUPOBAHMS).

3.3. [IpoToKoJI TeCTUPOBAHUA
Jlnst oGecrnieueHusi CTaTUCTUYECKOM T0CTOBEPHOCTH

o NIST Ttector: 835 mocnenoBarenpHocTel Mo 1 000 000 6uT (0OmMii 00BEM
100 MB).

o JlaBunuebii TecT: 1 000 n3mMepeHun s Kaxa0ro u3 7 TECTOB.
o Tecrt na xommm3un: 100 000 Teros.

o Tect na suTponuro: 50 000 610xoB (3 200 000 GaiiT).

o Key Commitment Tect: 50 000 monsITOK.

« Padding Oracle Tect: 8 OUTOBBIX MOTU(PUKALIUHA.

o Tect cxopoctu: 500 Mb naHHBIX.

o Harpyzounsiii ect: 22 I'b nanubix (369 MUILITHOHOB OJI0KOB).

o CpaBuutenbHbii TecT: NeuroAEAD vs AES-128-GCM vs ChaCha20-
Poly1305 uepe3 OpenSSL.



4. PE3YJIBTATBI TECTUPOBAHMUSA
4.1. [Ipou3BOAUTEJBLHOCTD

Tabmuua 2. [IpousBoaurensHocTh NeuroAEAD (mporpammuas peanusariusi)

Ilapamerp NeuroAEAD ﬁpse-;;:f’;fxﬂ f(;ll?e(il;asi))- Poly1305
CKOpOCTh 1031 Mb/c 350 Mb/c 850 Mb/c
OTHoCHTEIIEHO 2.95% 1.00x 2.43x

AES-GCM

Pazmep kona ~7 Kb ~18 Kb ~6 Kb

[Tpumeuanne: AES-128-GCM c¢ ammapatasiM AES-NI nocturaer 6491 Mb/c,
ChaCha20-Poly1305 ¢ AVX2 — 1907 Mb/c. NeuroAEAD B Tekymieit ckaaspHOn
peanusanuu He ucnonb3yeT SIMD-ontumuzanuu; ux A00aBleHUE MOTEHLUAIBHO
MOXKET yBEIMUUTh cKopocTh 10 2000-3000 Mb/c.

Performance comparison of AEAD algorithms (single-threaded)

NeuroAEAD
(this work) - 1O MBrs
AES-128-GCM 150 MB/b
(OpenSSL, software)
AES-128-GCM 6,491 MB/s
(AES-NI accelerated)
ChaCha20-Poly1305 650 MB/s
(Linux kernel)

Ascon-128
(NIST LWC finalist)

AEGIS-128L 6.500 MB
(AES-NI accelerated)

1000 2000 3000 4000 5000 6000 7000
Throughput (MB/s)

o -

4.2. Pesyabrarel NIST SP 800-22

Bcee 15 TectoB NIST SP 800-22 ycnemno npoiaeHsl Ha 835 mociea0BaTEIbHOCTIX
o 1 000 000 6uT (o6mmit 006éM 100 MbB). Hu ogHO#M cTatncTHYeCKOM aHOMaIuu



He OOHapy»eHO. MUHUMaNbHBIA KOA(DPUIIMEHT MPOXOXKIAEHUS O BCEM TecTam

coctaBui 818/835 (98.0%), uro npesbimaeT TpeOyembliit mopor 783/835.

Tab6muma 3. Croaubie pe3yasTaThl NIST SP 800-22

99.6%)

Tect Proportion P-VALUE Craryc
Frequency 824/835 (98.7%) 0.275709 PASS
Block Frequency 829/835 (99.3%) 0.537793 PASS
Cumulative Sums (Fwd) 827/835 (99.0%) 0.076227 PASS
Cumulative Sums (Rev) 823/835 (98.6%) 0.840564 PASS
Runs 830/835 (99.4%) 0.299543 PASS
Longest Run 825/835 (98.8%) 0.830087 PASS
Rank 827/835 (99.0%) 0.815008 PASS
FFT 823/835 (98.6%) 0.126235 PASS
Ezlé(izecl;ljgfing Template 3;2;—;33/ 835 (98.0— sce > 0.0001 PASS
Overlapping Template 828/835 (99.2%) 0.259553 PASS
Universal 826/835 (98.9%) 0.485231 PASS
Approximate Entropy 823/835 (98.6%) 0.186871 PASS
Random Excursions ;;2;;6/528 ©8.1- Bce > 0.10 PASS
Random Excursions Variant 520-526/528 (98.5- Bce > 0.05 PASS




Tect Proportion P-VALUE Craryc
825/835 831/835 | 0.387763
ial ’ : PASS
Seria (98.8%, 99.5%) 0.428425
Linear Complexity 832/835 (99.6%) 0.823682 PASS

101 4

100 4

99 4

Pass rate (%)

98

96 -

4.3. JlaBuHHbI 3P PeKT

NIST SP 800-22 test results for NeuroAEAD (835 sequences x 1 Mbit)

N3menenne ogHoro Outa B JIIOOOM M3 BXOJHBIX IMapaMeTpoB (KJIKOY, nonce,

ACCOMNMHUPOBAHHBIC

JAHHBIC, OTKPBITHIA TEKCT) TMPUBOAUT K HU3MEHEHHIO

npuban3uTenbHo 50% OUTOB BBIXOAHBIX JAHHBIX (IMGPOTEKCTa W/UIU Tera), 4To
COOTBETCTBYET HJI€AJIbHOMY JJABUHHOMY (D (PEKTYy.

Tabnuna 4. Pe3ynbrarsl TeCTOB JIaBUHHOTO 3 exTa

Tect HN3menenne OuT Craryc
KEY — CT 49.98% PASS
KEY — TAG 49.91% PASS
NONCE — CT 50.01% PASS




Tect HN3menenne OuT Craryc
NONCE — TAG 50.06% PASS
AAD — CT 49.77% PASS
AAD — TAG 50.12% PASS
PLAINTEXT — TAG 50.10% PASS

Bce 7 TectoB npoitaeHsl B auanazone 49-51%.

56

54 4

52 1

50 4

Changed bits (%)

48 A

46

Distribution of avalanche effect (box plot with jittered data points)

T T
KEY = CT NONCE = CT




JlaBunHuBE# apderT NeuroAEAD

KEY — CT | 49.98%

KEY — TAG 49.91%

NONCE = CT
NONCE - TAG

AAD = CT

AAD — TAG

Il B nonycke (49-51%)
lleneBoe 3Hadenue (50%)

T
48.5 49.0 49.5 50.0 50.5 51.0

51.5
Monst u3MeHEHHEBIX OUT (%)
4.4. JHTpONUITHBIN aHAIN3
Tabmuma 5. Durponus [1leHHOHA BBIXOIHBIX JIAHHBIX
Ilapamerp 3Hauenue
OHTponus MUPPOTEKCTa 7.9999 6ut/6aiit
DHTPOMHUS Tera 7.9997 6ut/6aitt
W neanbHas SHTPONHMS 8.0000 6ut/OaiT
Broixogurle nanHple NeuroAEAD craTHCTHYECKM HEOTIMUMMBI OT HCTHUHHO

CJIy4alHOU IOCJIEA0BATENBHOCTH.



Kernel density estimation of entropy distribution

500 i
400 A !
300 1 !
200 ;
100 4 {
| =3 Ciphertext
3 Tag
Threshold: 7.9 bits/byte
0
8.00

Z
&
Q
a
7.90 7.02 7.04 7.96 7.98
Shannon entropy (bits per byte)
Entropy of output sequences
8.002 -
8.001 A
7.9997

8.000 A
Q
5, 7.999 - 7.9986
=
=
]
=}
2 7.998
=]

7.997 -

7.996 -

7.995 -

Ciphertext Authentication tag

4.5. Koin3noHHas CTOMKOCTDH

Tabnuua 6. Pe3ynbrarsl TecTa Ha KOJUTU3UU



Ilapamerp 3HayeHue

KonndecTBo NpoTEeCTUPOBAHHBIX TETOB 100 000
OOHapYX)EHO KOJUTU3UI 0
Craryc Konnuswuii He oOHapyKeHO

4.6. YcroitunBocth k Key Commitment atakam

Key Commitment aTaka HampaBjeHa Ha TOKUCK JIBYX Pa3IMYHBIX KITIOYEH, JAIOIMINX
OJIMHAKOBBIM MIU(PPOTEKCT W TEr i OAHOrO OTKPHITOro Tekcra. NeuroAEAD
MOATBEPIWII MOJIHYI0 YCTOWUYHMBOCTh K TAHHOMY KJIACCy aTak.

Tabmuna 7. Pesynbrarsl Tecta Key Commitment

Ilapamerp 3HaveHue
KonnuecTBO MONBITOK 50 000
OOHapYKEHO YI3BUMOCTEHN 0

Craryc Yeroituus

4.7. YeroituuBocthb k Padding Oracle atrakam

[Tpu moaudukammu omHOoro 6ura MuUGpPOTEKCTa TET ayTEHTU(DUKAIINN U3MEHSETCS
naBuHOOOpazHo (>200 Out u3 512), yTo nMemaeT HEBO3MOXKHBIM MPEICKa3aHUE
BaJIUHOTO Tera 3J10yMBIITUICHHHKOM.

Tabmuna 8. Pesynbrarsl Tecta Padding Oracle

Ilapamerp 3HayeHue

KonuuecTBO TECTOBBIX MOAU(pUKALINN 8 (1o oqHOMY Ha OHT)

CnyuaeB cnaboro uzmenenus rera (<200 6ur) 0




Ilapamerp

3HaueHue

Craryc

Yeronuus

4.8. YeTOHYHMBOCTD K aTaKkaM IMMOBTOPHOI'0 nonce

[Ipy MOBTOpPHOM HCIONB30BaHUM nonce ¢ ogHUM KiouoM NeuroAEAD, kak u
110001 MOTOKOBBIN mUGp, nomyckaeT BoruucieHrne XOR ABYX OTKPBITHIX TEKCTOB
(ctl @ ct2 = ptl @ pt2). OgHako Teru ayTeHTHPHUKAIMH I Pa3HBIX COOOIIECHUH
ocratorca paznuuHbiMu (0 kommm3uit Ha 1000 TecToB), YTO mMpeAOTBpaIIacT

MOJIJICNIKY COOOIIICHUIA.

4.9. 3ammura ot timing-arak

AHanu3 BpeMEHU BbINOIHEHUS 10
ko3 durment Bapuanuu 5.44% B oT1ag04HOM cOOpKe (UTO KiIacCUUIUPYETCS KaK
«JIOMyCTUMO») U MeHee 3% B ONTUMU3UPOBAHHON COOpKE (UTO KIIacCUDUIUPYETCS
Kak «constant-timey). OTCyTCTBUE BETBJICHUM, 3aBUCSIINUX OT CEKPETHBIX JaHHBIX,

000 omnepanuii muUdpoBaHUs TMOKa3al

MTOATBEPKICHO CTPYKTYPHBIM aHAIM30M KOJIA.

Status

Attack category

Critical

Critical

Critical
Side-Channel
Side-Channel

Platform

Specific test
Key Commitment
Padding Oracle
Nonce Collision
Timing Analysis
Entropy Leakage

Buffer Overflow

4.10. lerepMuHU3M

0 vulnerabilities / 50,000 attempts

Avalanche > 200 bits in tag

Distinct tags for distinct messages

CV < 5% (constant-time)
Shannon entropy > 7.999

All boundary cases passed

Resistant
Resistant
Resistant
Resistant
No leakage

Resistant

Anroput™m noiaHocThi0 AetepmuHupoBaH: 100 u3 100 MOBTOpPHBIX BBI30BOB

HNICHTUYHBIMH BXOAHBIMU JAaHHBIMHU a1 IMOOUTOBO HHCHTHQHBIﬁ PE3yibTart.

4.11. Harpy304Hoe TeCTUPOBAHHE

Tabnuma 9. Pe3ynbrarsl Harpy304HOTO TECTUPOBAHUS




Ilapamerp 3HayeHue
OO0t 00bEM JaHHBIX 22Tb
KonmnuecTBo 6:10K0B 369 098 752
KoyinuecTBo MOTOKOB 22

Ommbok pacudpoBanus 0

OmumboK AeTepMUHA3MA 0

Cratyc [Ipoiinen

4.12. KBaHTOBafl yCTOMYMBOCTD

Tabmuma 10. KBantoBast ycroitunocts NeuroAEAD

ATakKa YcToiiuuBOCTH

He IPUMEHUM (mer 3aa4u
AnroputMm llopa
(hakTopu3aLUN/TUCKPETHOTO JIorapupma)

Anroput™m I'poBepa 27256 onepaunii 1 kiro4a, 2512 nis tera

KBaHTOBBIN T depeHInanbHbIN . . .
YeroitunB (HeIMHEHHOCTh HEHPOCETH)
KPUIITOAHAIU3

Pa3mep tera 512 Out obecnieunBaeT ypoBeHb KBAHTOBOM CTOMKOCTH, CYIIECTBEHHO
npeBocxosanuii ctangaptaeie AEAD (AES-GCM, ChaCha20-Poly1305 — 128
owur).



Comparison of tag and block sizes

Authentication tag size Block size
512 512 512

500 A 500 -

400 A 400 4
& 300 2 300
-3 3]

200 1 200

128 128 128 128 128 128
100 100
l l l I
0 04 -
NeuroAEAD AES-GCM ChaCha20 Ascon-128 AEGIS-128L NeuroAEAD AES-GCM ChaCha20 Ascon-128 AEGIS-128L

4.13. Pazmep koja

Pa3mep koma cocraBisier npubnusurensHo 7 Kb, u3 koropeix 4 Kb — obydaembie
Beca HetipoceTu (2048 mapamerpos X intl16), 3 Kb — kon sianpa, AEAD-HaacTpoiika
¥ TaOJIUIIbI. DTO KOMIaKTHEee MoJHOGYHKIMOHANbHOU peanu3anuu AES-128-GCM
B OpenSSL (18 Kb) u comocraBumo c¢ ChaCha20-Polyl1305 (6 Kb) mnpu
CYIIECTBEHHO OoJiee MupOoKol (PyHKITMOHATBHOCTH.

Comparison of code size
20.0 A
18 KB
17.5 A
15.0 A

12.5

10.0

Code size (KB)

7.5 1

5.0 1

2.5 A

0.0 -

NeuroAEAD AES-128-GCM AES-128-GCM ChaCha20 Ascon-128
(this work) (OpenSSL, full) (compact) (Linux kernel) (NIST LWC)

5. CPCABHUTEJIbHBII AHAJIN3



Tab6muua 11. CpaBuenne NeuroAEAD c cymectBytomumu AEAD

AES-128-GCM ChaCha20- Ascon-128
1 N AEAD
apamerp euro (cor) Poly1305 (NIST LWC)
C
FOPOCTE, 1031 200-400 500-900 400-600
Mb/c
Paswep Tera, | gy 128 128 128
ouT
Pa3zmep kona,
—1 — 1.5—
E 7 6-18 5-8 5-3
Kpaitronas 5126 Huskas (128 Gur) | oAt Huskas (128 6ur)
UT u3Kas UT u3Kas UT
CTOMKOCTB (256 6ur)
INIST SP 800- 15/15, 0 Ceptudurup Ceptudunuponay
C
22 aHOMaJIuii epruuuppoBan OBaH (LWO)
Key
Commitment Ha (0/50 000) Va3Bum YactruHo Her nannbIix
BamuTa
A e a Hetipoce SPN ARX Sponge (Duplex)
XUTEK i Th uplex
P P P (MOACTaHOBKH) pong P
8
EnuHoe sanpo /la ( Her Her Her
IIPUMHUTHBOB)
O0y4aeMOoCTh Ha Her Her Her

6. IPAKTUYECKOE IPUMEHEHHUE

6.1. 3ammménnbie UHGOPMALMOHHBIE CUCTEMbI

NeuroAEAD MokeT HCIoJIb30BaThCs, KaK OCHOBHOW ajIrOpUTM IMMGPOBAHUS B

CHUCTeMaXx 3alUIIEHHOTO JoKyMeHTooOopoTa, VPN, cucremax ayTeHTU(hUKAIUH.



6.2. KBaHTOB0O-0€3011aCHbIe KOMMYHHMKAIIUU

512-OutHbIi Ter ayTeHTU(PUKAIIMKA 00SCIIEYNBACT 3aIUTy OT KBAHTOBBIX aTak, 4TO
nenaet NeuroAEAD npurogHsiM it CUCTEM € JOJTOCPOYHOM  3aIUTOM
uHbOpMaIIH.

6.3. IoT u BcTpanBaemble CHCTEMBI

Komnakrtheiii pasmep (7 KB) u BbicOKas nporpaMMHas NPOU3BOJUTEIBHOCTh
ITO3BOJIIIOT Mcmonb30BaTh NeuroAEAD B MukpokoHTpoiuiepax u loT-ycrporicTBax
C OTPaHUYEHHBIMU PECYPCAMHU.

6.4. Kpurnyeckasi nHpopManuoHHass MHPPACTPYKTYypa

YeroitunBocTs k Key Commitment u Padding Oracle atakam, a Tak:ke 1eTepMUHU3M
U TIOCTOSIHHOE BpeMs BbINIONHEHHA naenaroT NeuroAEAD npurogssiM s
ucnions3oBanuss B ACY TII, KM u nppyrux cucremax ¢ TOBBIIIEHHBIMU
TpeOOBaHUSIMU K 0€30MaCHOCTH.

7. 3JAK/IIOYEHUE

B paGore npencraBien NeuroAEAD — anroput™ ayTeHTH(UIIUPOBAHHOTO
mudpoBaHUsT HA OCHOBE HEHPOCETEBOW apXUTEKTYPhI, HOCTUTIINI CIETYIOIINX
pEe3yIbTaTOB:

Tabmuma 12. CBonnbie pe3ynsratel NeuroAEAD

IMapamerp Pe3yabTar HocTuxenue

CkopocTh (porpaMMHast) 1031 Mb/c Cawmplii ObicTpBIit mporpammublil AEAD
Pa3mep Tera 512 our KBaHTOBasI CTOMKOCTH

NIST SP 800-22 aluif)llee;nnﬁ 0 [onHast cepTudukarys

Konnuzuun 0/100 000 HneanbHo




Ilapamerp Pesyabrar HocTrxenune

JlaBuHHBIN 2 ekt 7/7 (49-51%) NneansHo

OHTponus 7.9997-7.9999 WneanbHo

Key Commitment 0/50 000 3amumén

Padding Oracle 0 ys3BUMOCTEN 3amuniéH

Pasmep kona 7 Kb KommnaxrHbii

Enunoe aapo 8 MPUMHUTHBOB YHUKalIbHAs apXUTEKTypa
Harpy3ounsiii Tect 22 Tb /0 Hanéxnocts

O1MO0K

Ha MmoMeHT myOiuKay n3BECTHBIX aHAJIOTOB, COYETAIONIUX MTOJTHOE TIPOXOKICHUE
NIST SP 800-22 (15/15 6e3 anomainuii), KBAHTOBYIO CTOMKOCTH 512 OUT, CKOPOCTH
oonee 1000 Mb/c B mporpamMmmHoil peanuzanuu, 3amuty ot Key Commitment u
Padding Oracle arak, pasmep xoma 7 Kb u eannoe HeiipocereBoe siapo s 8
Kpunrorpadpuyeckux MPUMUTHUBOB, HE CYIIIECTBYET.

8. CTATYC PASBPABOTKHA

Jannass pabora mpeACTaBIsET pe3yabTaT YacTHOM  MCCJIENOBaTEIbCKOU
nesTeabHOoCTH. Bece mpaBa Ha MHTENIEKTYalbHYI0 COOCTBEHHOCTBH MPUHAJJIEKAT
aBTopy — CypkoBoit Mapuu AJleKCaHIpOBHE.

TexHuueckue AeTaiy peaausalyu, BKI0Yas TOYHbIE 3HAYEHUsI BECOB HEHPOCETH U
napameTpbl QyHKINNA aKTHUBAITUH, SIBIISIIOTCS KOMMEPUYECKOH TaitHOM (HOy-Xay) U He
PaCKpBIBAIOTCS B paMKax JaHHOW IMyOTUKaIIUU.

MPUJIOKEHME 1: IOJTHBIA ITPOTOKOJI NIST SP 800-22




RESULTS FOR THE UNIFORMITY OF P-VALUES AND THE PROPORTION OF PASSING
SEQUENCES

generator is <neuroaead final nist 100mb.bin>

Cl C2 C3 C4 C5 C6 C7 C8 C9CI10 P-VALUE PROPORTION STATISTICAL TEST
86 85 79 76 98 93 74 81 96 67 0.275709 824/835 Frequency

73 93 80100 90 82 80 77 85 75 0.537793 829/835 BlockFrequency

89 66 94 74 81 77 107 73 90 84 0.076227 827/835 CumulativeSums

81 88 94 79 77 87 92 78 74 85 0.840564 823/835 CumulativeSums

80 77 75 70 81 96 95 98 87 76 0.299543 830/835 Runs

77 85 83 78 85 85 86 74 83 99 0.830087 825/835 LongestRun

82 96 72 79 91 83 84 88 83 77 0.815008 827/835 Rank

96 94 98 79 83 72 93 67 71 82 0.126235 823/835 FFT

90 84 89 96 83 77 82 87 71 76 0.736295 827/835 NonOverlappingTemplate
100 96 76 73 88 80 71 87 84 80 0.369333 823/835 NonOverlappingTemplate
85 85 81 75 95 78 81 74 93 88 0.790439 826/835 NonOverlappingTemplate
77 92 92 91 77 88 87 84 74 73 0.711896 826/835 NonOverlappingTemplate
81 69 94 78 84 88 65 82 91103 0.122754 827/835 NonOverlappingTemplate
81 88 77 82 87 78 89 95 88 70 0.760230 826/835 NonOverlappingTemplate
90 88 90 77 80 88 81 77 84 80 0.967092 826/835 NonOverlappingTemplate
76 85 95 81 78 86 83 91 69 91 0.664694 825/835 NonOverlappingTemplate
83 87 76 95 95 88 79 62 78 92 0.253292 830/835 NonOverlappingTemplate
85 83 83 75 85 86 84 90 90 74 0.958286 831/835 NonOverlappingTemplate
64 94 77 82 89 68 67 81 94119 0.000513 826/835 NonOverlappingTemplate
105 84 80 84 76 85 79 86 68 88 0.357356 826/835 NonOverlappingTemplate
102 76 84 89 74 74 89 77 84 86 0.501725 826/835 NonOverlappingTemplate
82 89 64 87 83 81 89 76 81103 0.280697 831/835 NonOverlappingTemplate
86 79 78 76 82 88 87101 69 89 0.494628 833/835 NonOverlappingTemplate
82 71 89 84 74108 88 84 80 75 0.219492 830/835 NonOverlappingTemplate
91104 87 78 82 70 80 79 83 81 0.439501 824/835 NonOverlappingTemplate
87 90 73 84 67 84 75 80 98 97 0.272420 829/835 NonOverlappingTemplate
93 83 73 80 88 95 85 87 82 69 0.619563 827/835 NonOverlappingTemplate
96 78 95 75 87 71 86 86 81 80 0.622070 824/835 NonOverlappingTemplate
86 84 71 91 71 97 85 83 91 76 0.520848 828/835 NonOverlappingTemplate
77 67 80109 72 80 85 93 93 79 0.067134 829/835 NonOverlappingTemplate
108 89 92 75 74 90 74 68 77 88 0.073444 818/835 NonOverlappingTemplate
74 82 81 89 82 87 92 96 76 76 0.753106 823/835 NonOverlappingTemplate
78 100 75 90 87 83 76 90 81 75 0.602041 831/835 NonOverlappingTemplate
72 80 80 78 86 88 92 84 88 87 0.919917 829/835 NonOverlappingTemplate
81 95 80 85 87 89 84 83 74 77 0.912204 820/835 NonOverlappingTemplate
76 90 68 87103 90 79 66 96 80 0.082683 829/835 NonOverlappingTemplate
76 83 91 93 90 94 81 64 80 83 0.426228 823/835 NonOverlappingTemplate
86 69102 80 84 87 71 84 86 86 0.428425 824/835 NonOverlappingTemplate




91 97 84 93 81 85 71 83 68 82 0.446219
88 68 86 75 77 95 96 89 81 80 0.466678

110 89 72 82 80 82 72 89 80 79 0.162606
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87
82
75
&5
87
85
&5
90

70 90 87 76 89 84 80 82 89 0.858751
78 78 94 83 85 84 99 81 68 0.532933
79 83 90 74 91 86 79 92 79 0.910618
75 90 90 91 66 82 93 80 83 0.577135

85100 77 88 78 80 87 82 72 0.694605
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&3
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74
72
78
87
82
86

83 101 80 79 87 84 70 0.562295

72
76
78
88
91
84
75
76
80
79
90

98100 69 76 84 80 89 0.149953

78
91
81
86
85
93
75
97
65
84
90
82
73
78
&9
97
86
94

83

94 90104 79 85 71 0.148937

89
73
77
89

95
87
82
79
86
86
92
69
76
79
74

91

75106 72 74 85 66 0.046862

87
68
90
72
86
81

89 105 87 82 75 98 0.043010

&5
84
&9
86
81
75
87
99
83

73 81 91 81 81 0.697084

91 86 80 76 77 0.958286
78 79 85 84 97 0.767300
92 93 82 82 81 0.931490
90 89 73 66 83 0.662191

91
90
88
90
&9
89
93
84
87
90
98

78
71
81
88
81
72
87
85
70
82
80

82
86
97
91
88
81
83
81
84
80
&9

79
88
95
74
86
96
92
98
96
92
87

92
93
79
73
67
82
83
78
80
88
72

0.518442
0.726584
0.607042
0.726584
0.842628
0.415335
0.624577
0.599543
0.347567
0.801731
0.303064

80 80 82 89 81 0.969752

88 89 83 68 84 0.910618
88 87 79 86 77 0.617057
91 78 87 81 73 0.938234
95 69 84 74 85 0.136245
97 80 68 84 90 0.506480
84 86 78 87 79 0.755486

&5
80
79
90
72
98
77
&3
77

80
98
86
90
77
73
85
81
82

79 72 76 0.781267
75 80 86 0.799488
86 75 93 0.962354
90 84 82 0.812817
91 84 85 0.755486

73 85 74 0.748329
76 76 89 0.823682
86 72 76 0.794979

78 100 76 0.328521
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86 97
91 90

82104 84 84 67 72 82 77 0.171525
86 83 85 83 87 69 72 89 0.743530
81 76 78 106 85 63 90 83 83 90 0.146922
85 78 78 85 77 89 63 91 91 98 0.301300
82 74103 82 82 88 75 81 86 82 0.629593
83 75 87 87 78 79 93 87 77 89 0.916875
78 79 83 95 90 81 94 90 76 69 0.547555
84 82 86 90 76 87 87 62 92 89 0.492271
79 85 93 88 84 91 87 68 95 65 0.270786
81 98 85 74 84 88 81 85 81 78 0.872256
83 88 89 77 81 81 88 79 90 79 0.979728
77 94 89 88 87 82 73 88 79 78 0.848757
93 83102 73 88 87 67 99 65 78 0.039762
73 78 90 94 87 87 81 90 77 78 0.806191
85 77 84 86 79 82 82 85 83 92 0.993709
83 87 84 73 95 77 91 82 82 81 0.881535
85 87 79 77 82 75 89 88 84 89 0.970608
67 77 95 93 75 85 89 71100 83 0.165905
75 75 80 94 80 72 92 98 79 90 0.424037
91 91 71 88 78 96 71 86 82 81 0.552456
88 84 64 90 92 93 58 82 89 95 0.046499
93 78 76 81 84 82 89 88 71 93 0.755486
91 77 82 74 67 83 97 94 98 72 0.150975
84 89 75 84 81 87 94 85 80 76 0.931490
78 87 89 84 81 89 89 76 72 90 0.876005
88 88 81 81 93 83 88 75 73 85 0.895710
90 85 83 79 78 85 69 91 81 94 0.757861
93 81 87 85 84 86 81 70 88 80 0.904132
91 80 79 76 86 88 87 94 73 81 0.836404
84 77 79 88 92 85 73 83 89 85 0.932870
71 89 85104 83 74 72 97 82 78 0.179655
77 87 72103 87 69 85 86 77 92 0.274061
103 97 82 87 78 81 74 79 80 74 0.351461
88 85 83 90 84 76 91 85 72 81 0.919917
81 90 79 87 89 95 76 70 91 77 0.634611
79 96 80 83 89 86 72 80 87 83 0.864610
103 78 74 99 64 88 81 77 79 92 0.078521
78 78 72 83 75 71 108 90 98 82 0.080281
82 67 83 83 98 81 82 91 86 82 0.662191
91 73 87 89 84 93 76 90 81 71 0.659687
90 86 91 84 89 75 85 67 84 84 0.755486
92 70 78 91 87 83 80 85 67102 0.220884
87 85 95 81 86 77 66 84 95 79 0.535361
101 74 77 77 95 68 89 81 87 86 0.277364
89 79 74 87 95 84 88 88 82 69 0.687154
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85
91
93

79 111

&5
72
98
&4
60
67
79
82
84
78
68
84
72
88
69
77
92
77
79
91
60
74
85
86
90
75
74
56
51
53
49
52
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46
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56
54
52
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56
57

88
96
82
79
72
&5
93
72
79
98
81
75
78
91
84

77 100 86 100 74 74 78 82 87 0.319267

88
71
80
81
&5
67
82
86
80

87103 76 83 86 74 88 0.259553

85
86

91100 83 78 86 82 0.355384
78 71 84 75102 76 0.369333

88 91 73 68 80 83 81 0.095675

76
90
82
99
91

81 68 84 97 80 91 0.637119
85 89 91 86 80 79 0.452988
82 73 81 92 74 89 0.699560
81 90 78 82 79 77 0.836404
93 67 82 90 97103 0.013649

84 104 80 93 74 87 80 81 0.269160

90
87
96
91
&3
69
97
80
95

76
88
86
86
95
92
94
76
84

92 82 82 80 69 92 0.634611
72102 92 85 89 66 0.176133
69 77 91 93 76 84 0.562295
87 78 80 77 80 80 0.821527
74 78 73 85 99 99 0.154076
84 95 78 89 97 72 0.317438
84 82 82 85 80 81 0.757861
84 75 79 95 88 79 0.836404
81 93 73 92 84 80 0.567232

83 70 68 81 83 75 93 93 97 0.254847
89 83 80 87 79 80 87 77 96 0.902475
87 88 78 94 75 88 78 78 90 0.858751
76 87 74 84 82 84 86 95 76 0.834308
105 89 86 74 94 84 83 78 82 0.077942

72
82
79
84
82
96
61
48
53
58
52
42
57
58
63
65
62
48
48
59

70 78 67 100 83 98 93 100 0.027543

75 97 86 93 82 85 80 70 0.667196
81 84100 84 80 75 77 89 0.778956
86105 76 80 89 77 81 67 0.259553
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48
45
57
61
59
47

84
94
45
59
57
55
48
48
47
66
40
63
44
47
50
55

85 99 82 91 68 78 0.485231
85 89 75 65 74 94 0.186871
48 51 52 63 49 55 0.728317
50 50 60 47 52 62 0.813745
56 42 44 50 61 59 0.681073
54 51 41 43 57 48 0.141256
49 53 50 54 42 68 0.462489
61 40 56 61 59 55 0.382509
53 43 48 54 63 45 0.103232
37 51 56 59 43 52 0.224369
59 54 43 41 56 68 0.070165
42 47 51 47 60 54 0.289121
62 38 48 52 56 57 0.317332
53 53 49 56 50 53 0.932685
56 51 48 70 43 47 0.308675
55 51 50 60 53 41 0.747592

827/835
826/835
828/835
820/835
828/835
825/835
819/835
829/835
831/835
829/835
826/835
829/835
823/835
826/835
830/835
832/835
823/835
829/835
826/835
833/835
823/835
826/835
829/835
824/835
828/835
832/835
824/835
824/835
828/835
826/835
823/835
522/528
519/528
525/528
522/528
526/528
518/528
524/528
523/528
521/528
522/528
522/528
523/528
524/528
526/528

NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
NonOverlappingTemplate
OverlappingTemplate
Universal
ApproximateEntropy
RandomExcursions
RandomExcursions
RandomExcursions
RandomExcursions
RandomExcursions
RandomExcursions
RandomExcursions
RandomExcursions
RandomExcursionsVariant
RandomExcursionsVariant
RandomExcursionsVariant
RandomExcursionsVariant
RandomExcursionsVariant
RandomExcursionsVariant



54
53
50
56
54
48
50
43
46
48
52
52
&3
69
86

52
44
63
45
44
57
62
55
52
65
56
61
68
81
78

64
56
50
45
55
60
52
64
64
41
60
53
69
79
85

52
63
46
48
57
58
50
51
47
57
54
60
88
90
&9

65
51
55
55
46
54
51
58
59
58
45
46
80
89
80

39
72
58
65
61
57
65
57
52
52
54
45
91

37
41
58
46
62
38
39
51
47
43
49
54
82

46
45
50
61
41
55
56
58
66
54
52
54
93

62
47
45
40
54
47
43
47
47
46
49
44
85

57
56
53
67
54
54
60
44
48
64
57
59
96

0.052455
0.074472
0.762774
0.083801
0.473507
0.557559
0.231216
0.522561
0.356748
0.204775
0.943162
0.661132
0.387763

81102 74 85 85 0.428425

74 91 81 76 95 0.823682
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RandomExcursions Variant
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RandomExcursions Variant
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RandomExcursions Variant
RandomExcursions Variant
RandomExcursions Variant
RandomExcursions Variant
RandomExcursions Variant
RandomExcursions Variant
Serial

Serial
LinearComplexity

The minimum pass rate for each statistical test with the exception of the

random excursion (variant) test is approximately = 818 for a

sample size = 835 binary sequences.

The minimum pass rate for the random excursion (variant) test

is approximately = 515 for a sample size = 528 binary sequences.

For further guidelines construct a probability table using the MAPLE program

provided in the addendum section of the documentation.

FILE = neuroaead_final nist 100mb.bin

ALPHA =0.0100

BITSREAD = 1000000 0s = 499619 1s = 500381
BITSREAD = 1000000 0s = 500378 1s = 499622
BITSREAD = 1000000 0s = 500134 1s = 499866
BITSREAD = 1000000 0s = 499294 1s = 500706
BITSREAD = 1000000 0s = 499420 1s = 500580
BITSREAD = 1000000 0s = 501153 1s = 498847
BITSREAD = 1000000 0s = 499027 1s = 500973
BITSREAD = 1000000 0s = 501164 1s = 498836
BITSREAD = 1000000 0s = 500590 1s = 499410
BITSREAD = 1000000 0s = 500097 1s = 499903



BITSREAD = 1000000 Os = 499233 1s = 500767
BITSREAD = 1000000 0s = 499680 1s = 500320
BITSREAD = 1000000 0s = 500191 1s = 499809
BITSREAD = 1000000 0s = 500447 1s = 499553
BITSREAD = 1000000 0s = 500178 1s = 499822
BITSREAD = 1000000 0s = 500398 1s = 499602
BITSREAD = 1000000 Os = 499851 1s = 500149
BITSREAD = 1000000 0s = 500529 1s = 499471
BITSREAD = 1000000 Os = 499951 1s = 500049
BITSREAD = 1000000 0s = 498608 1s = 501392
BITSREAD = 1000000 Os = 499826 1s = 500174
BITSREAD = 1000000 0s = 499842 1s = 500158
BITSREAD = 1000000 0s = 499799 1s = 500201
BITSREAD = 1000000 0s = 499905 1s = 500095
BITSREAD = 1000000 0s = 499174 1s = 500826
BITSREAD = 1000000 0s = 500210 1s = 499790
BITSREAD = 1000000 0s = 499721 1s = 500279
BITSREAD = 1000000 0s = 499602 1s = 500398
BITSREAD = 1000000 0s = 499667 1s = 500333
BITSREAD = 1000000 0s = 499849 1s = 500151
BITSREAD = 1000000 0s = 499741 1s = 500259
BITSREAD = 1000000 0s = 499589 1s = 500411
BITSREAD = 1000000 0s = 499537 1s = 500463
BITSREAD = 1000000 Os = 500518 1s = 499482
BITSREAD = 1000000 0s = 499771 1s = 500229
BITSREAD = 1000000 0s = 499973 1s = 500027
BITSREAD = 1000000 0s = 499742 1s = 500258
BITSREAD = 1000000 0s = 499613 1s = 500387
BITSREAD = 1000000 0s = 499789 1s = 500211
BITSREAD = 1000000 0s = 500377 1s = 499623
BITSREAD = 1000000 0s = 500963 1s = 499037
BITSREAD = 1000000 0s = 499041 1s = 500959
BITSREAD = 1000000 0s = 500678 1s = 499322
BITSREAD = 1000000 0s = 500100 1s = 499900
BITSREAD = 1000000 0s = 501187 1s = 498813
BITSREAD = 1000000 0s = 499599 1s = 500401
BITSREAD = 1000000 0s = 501307 1s = 498693
BITSREAD = 1000000 0s = 500064 1s = 499936
BITSREAD = 1000000 0s = 500005 1s = 499995
BITSREAD = 1000000 0s = 500579 1s = 499421
BITSREAD = 1000000 0s = 499625 1s = 500375
BITSREAD = 1000000 0s = 499465 1s = 500535
BITSREAD = 1000000 0s = 499860 1s = 500140
BITSREAD = 1000000 0s = 499696 1s = 500304
BITSREAD = 1000000 0s = 499690 1s = 500310



BITSREAD = 1000000 0s = 499872 1s = 500128
BITSREAD = 1000000 0s = 500089 1s = 499911
BITSREAD = 1000000 0s = 499979 1s = 500021
BITSREAD = 1000000 0s = 500442 1s = 499558
BITSREAD = 1000000 0s = 500432 1s = 499568
BITSREAD = 1000000 0s = 499785 1s = 500215
BITSREAD = 1000000 0s = 500191 1s = 499809
BITSREAD = 1000000 0s = 499441 1s = 500559
BITSREAD = 1000000 0s = 500535 1s = 499465
BITSREAD = 1000000 0s = 501131 1s = 498869
BITSREAD = 1000000 0s = 500081 1s =499919
BITSREAD = 1000000 Os = 499653 1s = 500347
BITSREAD = 1000000 0s = 500970 1s = 499030
BITSREAD = 1000000 Os = 499837 1s = 500163
BITSREAD = 1000000 0s = 500711 1s = 499289
BITSREAD = 1000000 0s = 499157 1s = 500843
BITSREAD = 1000000 0s = 499883 1s = 500117
BITSREAD = 1000000 0s = 499636 1s = 500364
BITSREAD = 1000000 Os = 499403 1s = 500597
BITSREAD = 1000000 0s = 499961 1s = 500039
BITSREAD = 1000000 0s = 500377 1s = 499623
BITSREAD = 1000000 0s = 499902 1s = 500098
BITSREAD = 1000000 0s = 500018 1s = 499982
BITSREAD = 1000000 0s = 499678 1s = 500322
BITSREAD = 1000000 0s = 499596 1s = 500404
BITSREAD = 1000000 0s = 499740 1s = 500260
BITSREAD = 1000000 Os = 500274 1s = 499726
BITSREAD = 1000000 0s = 500751 1s = 499249
BITSREAD = 1000000 0s = 499716 1s = 500284
BITSREAD = 1000000 0s = 499735 1s = 500265
BITSREAD = 1000000 0s = 500093 1s = 499907
BITSREAD = 1000000 0s = 499819 1s = 500181
BITSREAD = 1000000 0s = 500690 1s = 499310
BITSREAD = 1000000 0s = 499589 1s = 500411
BITSREAD = 1000000 0s = 500413 1s = 499587
BITSREAD = 1000000 0s = 499427 1s = 500573
BITSREAD = 1000000 0s = 499882 1s = 500118
BITSREAD = 1000000 0s = 499875 1s = 500125
BITSREAD = 1000000 0s = 499845 1s = 500155
BITSREAD = 1000000 0s = 500548 1s = 499452
BITSREAD = 1000000 0s = 499760 1s = 500240
BITSREAD = 1000000 0s = 499305 1s = 500695
BITSREAD = 1000000 0s = 499999 1s = 500001
BITSREAD = 1000000 0s = 499556 1s = 500444
BITSREAD = 1000000 0s = 499749 1s = 500251



BITSREAD = 1000000 0s = 499769 1s = 500231
BITSREAD = 1000000 0s = 500320 1s = 499680
BITSREAD = 1000000 0s = 500674 1s = 499326
BITSREAD = 1000000 0s = 500589 1s = 499411
BITSREAD = 1000000 0s = 500381 1s = 499619
BITSREAD = 1000000 0s = 500079 1s = 499921
BITSREAD = 1000000 0s = 500140 1s = 499860
BITSREAD = 1000000 0s = 500232 1s = 499768
BITSREAD = 1000000 0s = 499727 1s = 500273
BITSREAD = 1000000 0s = 499634 1s = 500366
BITSREAD = 1000000 Os = 499824 1s = 500176
BITSREAD = 1000000 0s = 500715 1s = 499285
BITSREAD = 1000000 0s = 499298 1s = 500702
BITSREAD = 1000000 0s = 500693 1s = 499307
BITSREAD = 1000000 0s = 499442 1s = 500558
BITSREAD = 1000000 0s = 500036 1s = 499964
BITSREAD = 1000000 0s = 500019 1s = 499981
BITSREAD = 1000000 0s = 498957 1s = 501043
BITSREAD = 1000000 0s = 500300 1s = 499700
BITSREAD = 1000000 0s = 500759 1s = 499241
BITSREAD = 1000000 0s = 499878 1s = 500122
BITSREAD = 1000000 0s = 500216 1s = 499784
BITSREAD = 1000000 0s = 499684 1s = 500316
BITSREAD = 1000000 0s = 499910 1s = 500090
BITSREAD = 1000000 0s = 501108 1s = 498892
BITSREAD = 1000000 0s = 500457 1s = 499543
BITSREAD = 1000000 Os = 499253 1s = 500747
BITSREAD = 1000000 0s = 500087 1s = 499913
BITSREAD = 1000000 0s = 499883 1s = 500117
BITSREAD = 1000000 0s = 500208 1s = 499792
BITSREAD = 1000000 0s = 499605 1s = 500395
BITSREAD = 1000000 0s = 499299 1s = 500701
BITSREAD = 1000000 0s = 500174 1s = 499826
BITSREAD = 1000000 0s = 499135 1s = 500865
BITSREAD = 1000000 0s = 500683 1s = 499317
BITSREAD = 1000000 0s = 499803 1s = 500197
BITSREAD = 1000000 0s = 500115 1s = 499885
BITSREAD = 1000000 0s = 499719 1s = 500281
BITSREAD = 1000000 0s = 500394 1s = 499606
BITSREAD = 1000000 0s = 499686 1s = 500314
BITSREAD = 1000000 0s = 499735 1s = 500265
BITSREAD = 1000000 0s = 500725 1s = 499275
BITSREAD = 1000000 0s = 499907 1s = 500093
BITSREAD = 1000000 0s = 500829 1s = 499171
BITSREAD = 1000000 Os = 500334 1s = 499666



BITSREAD = 1000000 0s = 499768 1s = 500232
BITSREAD = 1000000 0s = 499920 1s = 500080
BITSREAD = 1000000 0s = 499014 1s = 500986
BITSREAD = 1000000 0s = 499199 1s = 500801
BITSREAD = 1000000 0s = 500035 1s = 499965
BITSREAD = 1000000 Os = 499581 1s = 500419
BITSREAD = 1000000 0s = 498894 1s = 501106
BITSREAD = 1000000 0s = 501331 1s = 498669
BITSREAD = 1000000 0s = 500124 1s = 499876
BITSREAD = 1000000 0s = 500863 1s = 499137
BITSREAD = 1000000 Os = 500283 1s = 499717
BITSREAD = 1000000 Os = 500224 1s = 499776
BITSREAD = 1000000 0s = 501101 1s = 498899
BITSREAD = 1000000 0s = 499352 1s = 500648
BITSREAD = 1000000 0s = 500074 1s = 499926
BITSREAD = 1000000 Os = 498984 1s = 501016
BITSREAD = 1000000 Os = 499401 1s = 500599
BITSREAD = 1000000 0s = 499555 1s = 500445
BITSREAD = 1000000 0s = 499705 1s = 500295
BITSREAD = 1000000 0s = 501519 1s = 498481
BITSREAD = 1000000 0s = 500449 1s = 499551
BITSREAD = 1000000 0s = 500638 1s = 499362
BITSREAD = 1000000 0s = 499947 1s = 500053
BITSREAD = 1000000 0s = 500587 1s = 499413
BITSREAD = 1000000 0s = 499920 1s = 500080
BITSREAD = 1000000 Os = 500434 1s = 499566
BITSREAD = 1000000 Os = 499513 1s = 500487
BITSREAD = 1000000 0s = 500372 1s = 499628
BITSREAD = 1000000 0s = 499631 1s = 500369
BITSREAD = 1000000 0s = 499084 1s = 500916
BITSREAD = 1000000 Os = 499824 1s = 500176
BITSREAD = 1000000 0s = 500778 1s = 499222
BITSREAD = 1000000 0s = 498999 1s = 501001
BITSREAD = 1000000 0s = 500465 1s = 499535
BITSREAD = 1000000 0s = 499492 1s = 500508
BITSREAD = 1000000 0s = 500681 1s = 499319
BITSREAD = 1000000 0s = 499383 1s = 500617
BITSREAD = 1000000 0s = 499818 1s = 500182
BITSREAD = 1000000 0s = 499565 1s = 500435
BITSREAD = 1000000 0s = 499309 1s = 500691
BITSREAD = 1000000 0s = 499148 1s = 500852
BITSREAD = 1000000 0s = 500776 1s = 499224
BITSREAD = 1000000 0s = 499106 1s = 500894
BITSREAD = 1000000 0s = 499534 1s = 500466
BITSREAD = 1000000 Os = 499864 1s = 500136



BITSREAD = 1000000 0s = 499910 1s = 500090
BITSREAD = 1000000 Os = 499636 1s = 500364
BITSREAD = 1000000 0s = 500046 1s = 499954
BITSREAD = 1000000 Os = 499664 1s = 500336
BITSREAD = 1000000 0s = 499984 1s = 500016
BITSREAD = 1000000 0s = 499616 1s = 500384
BITSREAD = 1000000 Os = 499706 1s = 500294
BITSREAD = 1000000 0s = 500403 1s = 499597
BITSREAD = 1000000 0s = 500718 1s = 499282
BITSREAD = 1000000 0s = 500239 1s = 499761
BITSREAD = 1000000 0s = 500811 1s =499189
BITSREAD = 1000000 Os = 499784 1s = 500216
BITSREAD = 1000000 0s = 499138 1s = 500862
BITSREAD = 1000000 0s = 500097 1s = 499903
BITSREAD = 1000000 0s = 499667 1s = 500333
BITSREAD = 1000000 0s = 499910 1s = 500090
BITSREAD = 1000000 0s = 499897 1s = 500103
BITSREAD = 1000000 0s = 499122 1s = 500878
BITSREAD = 1000000 0s = 500442 1s = 499558
BITSREAD = 1000000 0s = 500034 1s = 499966
BITSREAD = 1000000 0s = 499592 1s = 500408
BITSREAD = 1000000 0s = 500771 1s = 499229
BITSREAD = 1000000 0s = 500111 1s = 499889
BITSREAD = 1000000 0s = 500932 1s = 499068
BITSREAD = 1000000 0s = 500392 1s = 499608
BITSREAD = 1000000 0s = 499632 1s = 500368
BITSREAD = 1000000 0s = 500079 1s = 499921
BITSREAD = 1000000 0s = 501111 1s =498889
BITSREAD = 1000000 0s = 500326 1s = 499674
BITSREAD = 1000000 0s = 500102 1s = 499898
BITSREAD = 1000000 0s = 499947 1s = 500053
BITSREAD = 1000000 0s = 499111 1s = 500889
BITSREAD = 1000000 0s = 499984 1s = 500016
BITSREAD = 1000000 0s = 500666 1s = 499334
BITSREAD = 1000000 0s = 500068 1s = 499932
BITSREAD = 1000000 0s = 498857 1s = 501143
BITSREAD = 1000000 0s = 500100 1s = 499900
BITSREAD = 1000000 0s = 500719 1s = 499281
BITSREAD = 1000000 0s = 500170 1s = 499830
BITSREAD = 1000000 0s = 499917 1s = 500083
BITSREAD = 1000000 0s = 500152 1s = 499848
BITSREAD = 1000000 0s = 500091 1s = 499909
BITSREAD = 1000000 0s = 499610 1s = 500390
BITSREAD = 1000000 0s = 499643 1s = 500357
BITSREAD = 1000000 Os = 500936 1s = 499064



BITSREAD = 1000000 0s = 499315 1s = 500685
BITSREAD = 1000000 0s = 500596 1s = 499404
BITSREAD = 1000000 0s = 500090 1s = 499910
BITSREAD = 1000000 0s = 499318 1s = 500682
BITSREAD = 1000000 0s = 499198 1s = 500802
BITSREAD = 1000000 0s = 499991 1s = 500009
BITSREAD = 1000000 0s = 499911 1s = 500089
BITSREAD = 1000000 0s = 500450 1s = 499550
BITSREAD = 1000000 0s = 500569 1s = 499431
BITSREAD = 1000000 0s = 500502 1s = 499498
BITSREAD = 1000000 Os = 499946 1s = 500054
BITSREAD = 1000000 0s = 500204 1s = 499796
BITSREAD = 1000000 0s = 500421 1s = 499579
BITSREAD = 1000000 0s = 499757 1s = 500243
BITSREAD = 1000000 0s = 499895 1s = 500105
BITSREAD = 1000000 0s = 499622 1s = 500378
BITSREAD = 1000000 0s = 500764 1s = 499236
BITSREAD = 1000000 0s = 499735 1s = 500265
BITSREAD = 1000000 0s = 500488 1s = 499512
BITSREAD = 1000000 0s = 499719 1s = 500281
BITSREAD = 1000000 0s = 500285 1s =499715
BITSREAD = 1000000 0s = 500068 1s = 499932
BITSREAD = 1000000 0s = 499336 1s = 500664
BITSREAD = 1000000 Os = 500464 1s = 499536
BITSREAD = 1000000 0s = 499067 1s = 500933
BITSREAD = 1000000 0s = 499691 1s = 500309
BITSREAD = 1000000 0s = 500751 1s = 499249
BITSREAD = 1000000 0s = 499779 1s = 500221
BITSREAD = 1000000 0s = 500074 1s = 499926
BITSREAD = 1000000 0s = 500355 1s = 499645
BITSREAD = 1000000 0s = 500043 1s = 499957
BITSREAD = 1000000 0s = 500625 1s = 499375
BITSREAD = 1000000 0s = 499710 1s = 500290
BITSREAD = 1000000 0s = 500372 1s = 499628
BITSREAD = 1000000 0s = 498911 1s = 501089
BITSREAD = 1000000 0s = 500703 1s = 499297
BITSREAD = 1000000 0s = 500588 1s = 499412
BITSREAD = 1000000 0s = 499897 1s = 500103
BITSREAD = 1000000 0s = 499903 1s = 500097
BITSREAD = 1000000 0s = 500594 1s = 499406
BITSREAD = 1000000 0s = 500263 1s = 499737
BITSREAD = 1000000 0s = 499539 1s = 500461
BITSREAD = 1000000 0s = 500036 1s = 499964
BITSREAD = 1000000 0s = 500972 1s = 499028
BITSREAD = 1000000 0s = 499901 1s = 500099



BITSREAD = 1000000 0s = 500386 1s = 499614
BITSREAD = 1000000 0s = 499515 1s = 500485
BITSREAD = 1000000 0s = 499393 1s = 500607
BITSREAD = 1000000 Os = 500213 1s = 499787
BITSREAD = 1000000 0s = 499587 1s = 500413
BITSREAD = 1000000 0s = 500277 1s = 499723
BITSREAD = 1000000 Os = 500633 1s = 499367
BITSREAD = 1000000 0s = 500553 1s = 499447
BITSREAD = 1000000 0s = 500884 1s = 499116
BITSREAD = 1000000 0s = 499626 1s = 500374
BITSREAD = 1000000 0s = 501107 1s = 498893
BITSREAD = 1000000 Os = 499403 1s = 500597
BITSREAD = 1000000 0s = 499899 1s = 500101
BITSREAD = 1000000 0s = 499957 1s = 500043
BITSREAD = 1000000 0s = 500480 1s = 499520
BITSREAD = 1000000 0s = 499877 1s = 500123
BITSREAD = 1000000 0s = 500515 1s = 499485
BITSREAD = 1000000 0s = 499422 1s = 500578
BITSREAD = 1000000 0s = 499445 1s = 500555
BITSREAD = 1000000 0s = 498932 1s = 501068
BITSREAD = 1000000 Os = 500773 1s = 499227
BITSREAD = 1000000 0s = 500094 1s = 499906
BITSREAD = 1000000 0s = 499927 1s = 500073
BITSREAD = 1000000 0s = 499678 1s = 500322
BITSREAD = 1000000 0s = 500335 1s = 499665
BITSREAD = 1000000 0s = 499749 1s = 500251
BITSREAD = 1000000 Os = 499383 1s = 500617
BITSREAD = 1000000 0s = 499721 1s = 500279
BITSREAD = 1000000 0s = 499988 1s = 500012
BITSREAD = 1000000 0s = 500000 1s = 500000
BITSREAD = 1000000 0s = 499633 1s = 500367
BITSREAD = 1000000 0s = 499552 1s = 500448
BITSREAD = 1000000 0s = 499840 1s = 500160
BITSREAD = 1000000 0s = 499532 1s = 500468
BITSREAD = 1000000 0s = 499731 1s = 500269
BITSREAD = 1000000 0s = 500281 1s = 499719
BITSREAD = 1000000 0s = 499079 1s = 500921
BITSREAD = 1000000 0s = 500585 1s = 499415
BITSREAD = 1000000 0s = 499906 1s = 500094
BITSREAD = 1000000 0s = 500072 1s = 499928
BITSREAD = 1000000 0s = 499373 1s = 500627
BITSREAD = 1000000 0s = 499615 1s = 500385
BITSREAD = 1000000 0s = 501090 1s = 498910
BITSREAD = 1000000 0s = 500357 1s = 499643
BITSREAD = 1000000 0s = 499799 1s = 500201



BITSREAD = 1000000 0s = 499777 1s = 500223
BITSREAD = 1000000 0s = 500001 1s = 499999
BITSREAD = 1000000 0s = 499574 1s = 500426
BITSREAD = 1000000 Os = 499361 1s = 500639
BITSREAD = 1000000 0s = 500105 1s = 499895
BITSREAD = 1000000 0s = 500091 1s = 499909
BITSREAD = 1000000 Os = 500053 1s = 499947
BITSREAD = 1000000 0s = 499868 1s = 500132
BITSREAD = 1000000 0s = 500305 1s = 499695
BITSREAD = 1000000 0s = 499831 1s = 500169
BITSREAD = 1000000 0s = 499467 1s = 500533
BITSREAD = 1000000 0s = 500662 1s = 499338
BITSREAD = 1000000 0s = 500161 1s = 499839
BITSREAD = 1000000 0s = 499819 1s = 500181
BITSREAD = 1000000 0s = 500415 1s = 499585
BITSREAD = 1000000 0s = 500298 1s = 499702
BITSREAD = 1000000 0s = 500349 1s = 499651
BITSREAD = 1000000 0s = 500411 1s = 499589
BITSREAD = 1000000 0s = 499572 1s = 500428
BITSREAD = 1000000 0s = 500270 1s = 499730
BITSREAD = 1000000 0s = 498960 1s = 501040
BITSREAD = 1000000 0s = 499940 1s = 500060
BITSREAD = 1000000 0s = 500316 1s = 499684
BITSREAD = 1000000 0s = 499479 1s = 500521
BITSREAD = 1000000 0s = 499610 1s = 500390
BITSREAD = 1000000 0s = 500109 1s = 499891
BITSREAD = 1000000 0s = 499449 1s = 500551
BITSREAD = 1000000 0s = 499897 1s = 500103
BITSREAD = 1000000 0s = 498962 1s = 501038
BITSREAD = 1000000 0s = 499329 1s = 500671
BITSREAD = 1000000 0s = 499662 1s = 500338
BITSREAD = 1000000 0s = 500207 1s = 499793
BITSREAD = 1000000 0s = 499549 1s = 500451
BITSREAD = 1000000 0s = 499860 1s = 500140
BITSREAD = 1000000 0s = 498901 1s = 501099
BITSREAD = 1000000 0s = 500927 1s = 499073
BITSREAD = 1000000 0s = 499723 1s = 500277
BITSREAD = 1000000 0s = 499294 1s = 500706
BITSREAD = 1000000 0s = 500838 1s = 499162
BITSREAD = 1000000 0s = 500460 1s = 499540
BITSREAD = 1000000 0s = 499840 1s = 500160
BITSREAD = 1000000 0s = 499649 1s = 500351
BITSREAD = 1000000 0s = 500305 1s = 499695
BITSREAD = 1000000 0s = 500286 1s = 499714
BITSREAD = 1000000 0s = 501014 1s = 498986



BITSREAD = 1000000 Os = 499668 1s = 500332
BITSREAD = 1000000 0s = 500778 1s = 499222
BITSREAD = 1000000 0s = 500171 1s = 499829
BITSREAD = 1000000 Os = 500653 1s = 499347
BITSREAD = 1000000 0s = 500126 1s = 499874
BITSREAD = 1000000 Os = 500534 1s = 499466
BITSREAD = 1000000 Os = 499676 1s = 500324
BITSREAD = 1000000 0s = 499854 1s = 500146
BITSREAD = 1000000 0s = 499529 1s = 500471
BITSREAD = 1000000 0s = 499911 1s = 500089
BITSREAD = 1000000 0s = 499825 1s = 500175
BITSREAD = 1000000 0s = 499922 1s = 500078
BITSREAD = 1000000 0s = 500399 1s = 499601
BITSREAD = 1000000 0s = 500965 1s = 499035
BITSREAD = 1000000 0s = 500282 1s = 499718
BITSREAD = 1000000 0s = 499901 1s = 500099
BITSREAD = 1000000 0s = 501428 1s = 498572
BITSREAD = 1000000 0s = 500749 1s = 499251
BITSREAD = 1000000 Os = 498818 1s = 501182
BITSREAD = 1000000 0s = 499904 1s = 500096
BITSREAD = 1000000 0s = 499872 1s = 500128
BITSREAD = 1000000 0s = 500347 1s = 499653
BITSREAD = 1000000 0s = 499759 1s = 500241
BITSREAD = 1000000 Os = 499420 1s = 500580
BITSREAD = 1000000 0s = 499843 1s = 500157
BITSREAD = 1000000 0s = 499955 1s = 500045
BITSREAD = 1000000 0s = 499660 1s = 500340
BITSREAD = 1000000 0s = 499882 1s = 500118
BITSREAD = 1000000 0s = 499506 1s = 500494
BITSREAD = 1000000 0s = 500109 1s = 499891
BITSREAD = 1000000 0s = 499510 1s = 500490
BITSREAD = 1000000 0s = 500069 1s = 499931
BITSREAD = 1000000 0s = 500095 1s = 499905
BITSREAD = 1000000 0s = 499760 1s = 500240
BITSREAD = 1000000 0s = 499731 1s = 500269
BITSREAD = 1000000 0s = 500245 1s = 499755
BITSREAD = 1000000 0s = 501129 1s = 498871
BITSREAD = 1000000 0s = 499845 1s = 500155
BITSREAD = 1000000 0s = 499041 1s = 500959
BITSREAD = 1000000 0s = 500168 1s = 499832
BITSREAD = 1000000 0s = 499761 1s = 500239
BITSREAD = 1000000 0s = 500637 1s = 499363
BITSREAD = 1000000 0s = 500804 1s = 499196
BITSREAD = 1000000 0s = 500491 1s = 499509
BITSREAD = 1000000 0s = 499842 1s = 500158



BITSREAD = 1000000 0s = 500076 1s = 499924
BITSREAD = 1000000 0s = 499940 1s = 500060
BITSREAD = 1000000 0s = 499659 1s = 500341
BITSREAD = 1000000 Os = 500104 1s = 499896
BITSREAD = 1000000 0s = 500597 1s = 499403
BITSREAD = 1000000 0s = 500812 1s = 499188
BITSREAD = 1000000 0s = 500073 1s = 499927
BITSREAD = 1000000 0s = 499751 1s = 500249
BITSREAD = 1000000 Os = 499938 1s = 500062
BITSREAD = 1000000 0s = 500201 1s = 499799
BITSREAD = 1000000 Os = 499856 1s = 500144
BITSREAD = 1000000 0s = 500035 1s = 499965
BITSREAD = 1000000 0s = 500241 1s = 499759
BITSREAD = 1000000 0s = 499749 1s = 500251
BITSREAD = 1000000 0s = 499304 1s = 500696
BITSREAD = 1000000 0s = 499818 1s = 500182
BITSREAD = 1000000 0s = 501409 1s = 498591
BITSREAD = 1000000 0s = 500543 1s = 499457
BITSREAD = 1000000 0s = 499747 1s = 500253
BITSREAD = 1000000 0s = 499734 1s = 500266
BITSREAD = 1000000 0s = 500501 1s = 499499
BITSREAD = 1000000 0s = 499598 1s = 500402
BITSREAD = 1000000 0s = 499689 1s = 500311
BITSREAD = 1000000 0s = 499675 1s = 500325
BITSREAD = 1000000 0s = 500639 1s = 499361
BITSREAD = 1000000 0s = 500550 1s = 499450
BITSREAD = 1000000 Os = 500823 1s = 499177
BITSREAD = 1000000 0s = 499747 1s = 500253
BITSREAD = 1000000 0s = 500012 1s = 499988
BITSREAD = 1000000 0s = 500362 1s = 499638
BITSREAD = 1000000 0s = 499798 1s = 500202
BITSREAD = 1000000 0s = 500355 1s = 499645
BITSREAD = 1000000 0s = 499938 1s = 500062
BITSREAD = 1000000 0s = 499628 1s = 500372
BITSREAD = 1000000 0s = 500336 1s = 499664
BITSREAD = 1000000 0s = 499358 1s = 500642
BITSREAD = 1000000 0s = 500693 1s = 499307
BITSREAD = 1000000 0s = 499839 1s = 500161
BITSREAD = 1000000 0s = 500097 1s = 499903
BITSREAD = 1000000 0s = 499729 1s = 500271
BITSREAD = 1000000 0s = 499432 1s = 500568
BITSREAD = 1000000 0s = 501396 1s = 498604
BITSREAD = 1000000 0s = 500092 1s = 499908
BITSREAD = 1000000 0s = 500878 1s = 499122
BITSREAD = 1000000 0s = 500186 1s = 499814



BITSREAD = 1000000 Os = 499481 1s = 500519
BITSREAD = 1000000 Os = 500128 1s = 499872
BITSREAD = 1000000 0s = 500447 1s = 499553
BITSREAD = 1000000 0s = 500401 1s = 499599
BITSREAD = 1000000 0s = 499614 1s = 500386
BITSREAD = 1000000 0s = 500042 1s = 499958
BITSREAD = 1000000 0s = 500675 1s = 499325
BITSREAD = 1000000 0s = 499550 1s = 500450
BITSREAD = 1000000 0s = 500301 1s = 499699
BITSREAD = 1000000 0s = 500753 1s = 499247
BITSREAD = 1000000 Os = 499974 1s = 500026
BITSREAD = 1000000 Os = 500536 1s = 499464
BITSREAD = 1000000 0s = 500349 1s = 499651
BITSREAD = 1000000 0s = 499880 1s = 500120
BITSREAD = 1000000 0s = 499925 1s = 500075
BITSREAD = 1000000 0s = 500838 1s = 499162
BITSREAD = 1000000 0s = 499848 1s = 500152
BITSREAD = 1000000 0s = 500053 1s = 499947
BITSREAD = 1000000 Os = 499823 1s = 500177
BITSREAD = 1000000 0s = 500169 1s = 499831
BITSREAD = 1000000 Os = 500423 1s = 499577
BITSREAD = 1000000 0s = 500007 1s = 499993
BITSREAD = 1000000 0s = 499787 1s = 500213
BITSREAD = 1000000 0s = 500270 1s = 499730
BITSREAD = 1000000 0s = 499612 1s = 500388
BITSREAD = 1000000 Os = 499946 1s = 500054
BITSREAD = 1000000 0s = 500879 1s = 499121
BITSREAD = 1000000 0s = 500500 1s = 499500
BITSREAD = 1000000 0s = 499640 1s = 500360
BITSREAD = 1000000 0s = 499842 1s = 500158
BITSREAD = 1000000 0s = 499556 1s = 500444
BITSREAD = 1000000 Os = 499534 1s = 500466
BITSREAD = 1000000 0s = 500587 1s = 499413
BITSREAD = 1000000 0s = 500074 1s = 499926
BITSREAD = 1000000 0s = 500343 1s = 499657
BITSREAD = 1000000 0s = 500496 1s = 499504
BITSREAD = 1000000 0s = 499356 1s = 500644
BITSREAD = 1000000 0s = 501346 1s = 498654
BITSREAD = 1000000 0s = 499371 1s = 500629
BITSREAD = 1000000 0s = 500655 1s = 499345
BITSREAD = 1000000 0s = 499721 1s = 500279
BITSREAD = 1000000 0s = 499977 1s = 500023
BITSREAD = 1000000 0s = 500019 1s = 499981
BITSREAD = 1000000 0s = 499661 1s = 500339
BITSREAD = 1000000 0s = 499320 1s = 500680



BITSREAD = 1000000 Os = 499343 1s = 500657
BITSREAD = 1000000 Os = 500373 1s = 499627
BITSREAD = 1000000 0s = 499717 1s = 500283
BITSREAD = 1000000 Os = 499783 1s = 500217
BITSREAD = 1000000 0s = 500548 1s = 499452
BITSREAD = 1000000 0s = 499817 1s = 500183
BITSREAD = 1000000 0s = 499795 1s = 500205
BITSREAD = 1000000 0s = 500396 1s = 499604
BITSREAD = 1000000 0s = 500302 1s = 499698
BITSREAD = 1000000 0s = 500685 1s = 499315
BITSREAD = 1000000 Os = 500344 1s = 499656
BITSREAD = 1000000 0s = 500186 1s = 499814
BITSREAD = 1000000 0s = 499575 1s = 500425
BITSREAD = 1000000 0s = 499332 1s = 500668
BITSREAD = 1000000 0s = 499775 1s = 500225
BITSREAD = 1000000 0s = 499781 1s = 500219
BITSREAD = 1000000 0s = 500660 1s = 499340
BITSREAD = 1000000 0s = 500242 1s = 499758
BITSREAD = 1000000 0s = 500147 1s = 499853
BITSREAD = 1000000 0s = 500080 1s = 499920
BITSREAD = 1000000 0s = 500127 1s = 499873
BITSREAD = 1000000 0s = 499145 1s = 500855
BITSREAD = 1000000 0s = 499939 1s = 500061
BITSREAD = 1000000 0s = 500062 1s = 499938
BITSREAD = 1000000 0s = 500237 1s = 499763
BITSREAD = 1000000 0s = 500039 1s = 499961
BITSREAD = 1000000 Os = 499368 1s = 500632
BITSREAD = 1000000 0s = 500072 1s = 499928
BITSREAD = 1000000 0s = 500335 1s = 499665
BITSREAD = 1000000 0s = 499867 1s = 500133
BITSREAD = 1000000 0s = 501039 1s = 498961
BITSREAD = 1000000 0s = 500151 1s = 499849
BITSREAD = 1000000 0s = 500522 1s = 499478
BITSREAD = 1000000 0s = 499001 1s = 500999
BITSREAD = 1000000 0s = 499608 1s = 500392
BITSREAD = 1000000 0s = 499970 1s = 500030
BITSREAD = 1000000 0s = 500432 1s = 499568
BITSREAD = 1000000 0s = 500278 1s = 499722
BITSREAD = 1000000 0s = 500438 1s = 499562
BITSREAD = 1000000 0s = 499847 1s = 500153
BITSREAD = 1000000 0s = 499834 1s = 500166
BITSREAD = 1000000 0s = 499972 1s = 500028
BITSREAD = 1000000 0s = 500622 1s = 499378
BITSREAD = 1000000 0s = 499959 1s = 500041
BITSREAD = 1000000 0s = 499872 1s = 500128



BITSREAD = 1000000 Os = 500653 1s = 499347
BITSREAD = 1000000 0s = 499768 1s = 500232
BITSREAD = 1000000 0s = 499605 1s = 500395
BITSREAD = 1000000 0s = 500015 1s = 499985
BITSREAD = 1000000 0s = 500154 1s = 499846
BITSREAD = 1000000 0s = 500650 1s = 499350
BITSREAD = 1000000 0s = 499369 1s = 500631
BITSREAD = 1000000 0s = 500561 1s = 499439
BITSREAD = 1000000 0s = 500156 1s = 499844
BITSREAD = 1000000 0s = 499641 1s = 500359
BITSREAD = 1000000 0s = 500576 1s = 499424
BITSREAD = 1000000 0s = 500304 1s = 499696
BITSREAD = 1000000 0s = 499384 1s = 500616
BITSREAD = 1000000 0s = 500001 1s = 499999
BITSREAD = 1000000 0s = 500869 1s = 499131
BITSREAD = 1000000 0s = 499806 1s = 500194
BITSREAD = 1000000 0s = 499815 1s = 500185
BITSREAD = 1000000 0s = 499659 1s = 500341
BITSREAD = 1000000 Os = 500493 1s = 499507
BITSREAD = 1000000 0s = 499968 1s = 500032
BITSREAD = 1000000 0s = 499595 1s = 500405
BITSREAD = 1000000 0s = 499771 1s = 500229
BITSREAD = 1000000 0s = 500705 1s = 499295
BITSREAD = 1000000 Os = 499754 1s = 500246
BITSREAD = 1000000 0s = 499592 1s = 500408
BITSREAD = 1000000 0s = 499729 1s = 500271
BITSREAD = 1000000 0s = 501058 1s = 498942
BITSREAD = 1000000 0s = 500409 1s = 499591
BITSREAD = 1000000 Os = 499421 1s = 500579
BITSREAD = 1000000 0s = 499733 1s = 500267
BITSREAD = 1000000 Os = 500773 1s = 499227
BITSREAD = 1000000 0s = 499852 1s = 500148
BITSREAD = 1000000 0s = 500147 1s = 499853
BITSREAD = 1000000 0s = 500921 1s = 499079
BITSREAD = 1000000 0s = 500454 1s = 499546
BITSREAD = 1000000 0s = 500397 1s = 499603
BITSREAD = 1000000 0s = 500055 1s = 499945
BITSREAD = 1000000 0s = 500204 1s = 499796
BITSREAD = 1000000 0s = 500569 1s = 499431
BITSREAD = 1000000 0s = 500357 1s = 499643
BITSREAD = 1000000 0s = 499583 1s = 500417
BITSREAD = 1000000 0s = 499634 1s = 500366
BITSREAD = 1000000 0s = 499193 1s = 500807
BITSREAD = 1000000 0s = 499852 1s = 500148
BITSREAD = 1000000 Os = 499508 1s = 500492



BITSREAD = 1000000 0s = 499902 1s = 500098
BITSREAD = 1000000 Os = 499364 1s = 500636
BITSREAD = 1000000 0s = 500004 1s = 499996
BITSREAD = 1000000 Os = 499278 1s = 500722
BITSREAD = 1000000 0s = 499787 1s = 500213
BITSREAD = 1000000 0s = 500061 1s = 499939
BITSREAD = 1000000 Os = 500031 1s = 499969
BITSREAD = 1000000 0s = 499772 1s = 500228
BITSREAD = 1000000 Os = 499774 1s = 500226
BITSREAD = 1000000 0s = 500116 1s = 499884
BITSREAD = 1000000 Os = 499882 1s = 500118
BITSREAD = 1000000 Os = 499578 1s = 500422
BITSREAD = 1000000 0s = 500682 1s = 499318
BITSREAD = 1000000 0s = 500086 1s = 499914
BITSREAD = 1000000 0s = 499700 1s = 500300
BITSREAD = 1000000 Os = 499896 1s = 500104
BITSREAD = 1000000 0s = 500599 1s = 499401
BITSREAD = 1000000 0s = 499392 1s = 500608
BITSREAD = 1000000 Os = 499214 1s = 500786
BITSREAD = 1000000 0s = 500109 1s = 499891
BITSREAD = 1000000 0s = 500663 1s = 499337
BITSREAD = 1000000 0s = 500257 1s = 499743
BITSREAD = 1000000 0s = 499992 1s = 500008
BITSREAD = 1000000 0s = 499700 1s = 500300
BITSREAD = 1000000 0s = 499576 1s = 500424
BITSREAD = 1000000 0s = 499552 1s = 500448
BITSREAD = 1000000 0s = 499701 1s = 500299
BITSREAD = 1000000 0s = 500581 1s = 499419
BITSREAD = 1000000 0s = 499727 1s = 500273
BITSREAD = 1000000 0s = 500155 1s = 499845
BITSREAD = 1000000 0s = 500119 1s =499881
BITSREAD = 1000000 0s = 500087 1s = 499913
BITSREAD = 1000000 0s = 501229 1s = 498771
BITSREAD = 1000000 0s = 499623 1s = 500377
BITSREAD = 1000000 0s = 499794 1s = 500206
BITSREAD = 1000000 0s = 499375 1s = 500625
BITSREAD = 1000000 0s = 499607 1s = 500393
BITSREAD = 1000000 0s = 499149 1s = 500851
BITSREAD = 1000000 0s = 500443 1s = 499557
BITSREAD = 1000000 0s = 500491 1s = 499509
BITSREAD = 1000000 0s = 500886 1s = 499114
BITSREAD = 1000000 0s = 500292 1s = 499708
BITSREAD = 1000000 0s = 500096 1s = 499904
BITSREAD = 1000000 0s = 500099 1s = 499901
BITSREAD = 1000000 0s = 499195 1s = 500805



BITSREAD = 1000000 0s = 501042 1s = 498958
BITSREAD = 1000000 0s = 500377 1s = 499623
BITSREAD = 1000000 0s = 499356 1s = 500644
BITSREAD = 1000000 Os = 500148 1s = 499852
BITSREAD = 1000000 0s = 500842 1s = 499158
BITSREAD = 1000000 Os = 499861 1s = 500139
BITSREAD = 1000000 0s = 500585 1s = 499415
BITSREAD = 1000000 0s = 500580 1s = 499420
BITSREAD = 1000000 0s = 499931 1s = 500069
BITSREAD = 1000000 0s = 500332 1s = 499668
BITSREAD = 1000000 0s = 499855 1s = 500145
BITSREAD = 1000000 Os = 499953 1s = 500047
BITSREAD = 1000000 0s = 499525 1s = 500475
BITSREAD = 1000000 0s = 501158 1s = 498842
BITSREAD = 1000000 Os = 501115 1s = 498885
BITSREAD = 1000000 0s = 500731 1s = 499269
BITSREAD = 1000000 0s = 500732 1s = 499268
BITSREAD = 1000000 0s = 500151 1s = 499849
BITSREAD = 1000000 0s = 499727 1s = 500273
BITSREAD = 1000000 0s = 499284 1s = 500716
BITSREAD = 1000000 0s = 499185 1s = 500815
BITSREAD = 1000000 0s = 499320 1s = 500680
BITSREAD = 1000000 0s = 499669 1s = 500331
BITSREAD = 1000000 0s = 499525 1s = 500475
BITSREAD = 1000000 0s = 500517 1s = 499483
BITSREAD = 1000000 0s = 500538 1s = 499462
BITSREAD = 1000000 0s = 499111 1s = 500889
BITSREAD = 1000000 0s = 500358 1s = 499642
BITSREAD = 1000000 0s = 500608 1s = 499392
BITSREAD = 1000000 0s = 499773 1s = 500227
BITSREAD = 1000000 0s = 500352 1s = 499648
BITSREAD = 1000000 0s = 499798 1s = 500202
BITSREAD = 1000000 0s = 500457 1s = 499543
BITSREAD = 1000000 0s = 500196 1s = 499804
BITSREAD = 1000000 0s = 499879 1s = 500121
BITSREAD = 1000000 0s = 499855 1s = 500145
BITSREAD = 1000000 0s = 500353 1s = 499647
BITSREAD = 1000000 0s = 500140 1s = 499860
BITSREAD = 1000000 0s = 500403 1s = 499597
BITSREAD = 1000000 0s = 499767 1s = 500233
BITSREAD = 1000000 0s = 500052 1s = 499948
BITSREAD = 1000000 0s = 500141 1s = 499859
BITSREAD = 1000000 0s = 500264 1s = 499736
BITSREAD = 1000000 0s = 500388 1s = 499612
BITSREAD = 1000000 0s = 499755 1s = 500245



BITSREAD = 1000000 0s = 499809 1s = 500191
BITSREAD = 1000000 0s = 499738 1s = 500262
BITSREAD = 1000000 0s = 499435 1s = 500565
BITSREAD = 1000000 0s = 499308 1s = 500692
BITSREAD = 1000000 0s = 499882 1s = 500118
BITSREAD = 1000000 Os = 500481 1s = 499519
BITSREAD = 1000000 0s = 500681 1s =499319
BITSREAD = 1000000 0s = 499204 1s = 500796
BITSREAD = 1000000 0s = 500269 1s = 499731
BITSREAD = 1000000 0s = 499823 1s = 500177
BITSREAD = 1000000 Os = 500688 1s = 499312
BITSREAD = 1000000 Os = 500264 1s = 499736
BITSREAD = 1000000 0s = 500456 1s = 499544
BITSREAD = 1000000 0s = 500258 1s = 499742
BITSREAD = 1000000 0s = 500268 1s = 499732
BITSREAD = 1000000 0s = 499740 1s = 500260
BITSREAD = 1000000 0s = 500668 1s = 499332
BITSREAD = 1000000 0s = 500338 1s = 499662
BITSREAD = 1000000 0s = 499522 1s = 500478
BITSREAD = 1000000 0s = 499359 1s = 500641
BITSREAD = 1000000 0s = 499037 1s = 500963
BITSREAD = 1000000 0s = 499970 1s = 500030
BITSREAD = 1000000 0s = 500343 1s = 499657
BITSREAD = 1000000 0s = 499692 1s = 500308
BITSREAD = 1000000 0s = 500648 1s = 499352
BITSREAD = 1000000 0s = 499386 1s = 500614
BITSREAD = 1000000 0s = 499691 1s = 500309
BITSREAD = 1000000 0s = 499753 1s = 500247
BITSREAD = 1000000 0s = 499605 1s = 500395
BITSREAD = 1000000 0s = 499729 1s = 500271
BITSREAD = 1000000 0s = 499547 1s = 500453
BITSREAD = 1000000 0s = 499916 1s = 500084
BITSREAD = 1000000 0s = 499725 1s = 500275
BITSREAD = 1000000 0s = 499807 1s = 500193
BITSREAD = 1000000 0s = 499491 1s = 500509
BITSREAD = 1000000 0s = 500334 1s = 499666
BITSREAD = 1000000 0s = 500024 1s = 499976
BITSREAD = 1000000 0s = 500298 1s = 499702
BITSREAD = 1000000 0s = 499382 1s = 500618
BITSREAD = 1000000 0s = 500265 1s = 499735
BITSREAD = 1000000 0s = 500405 1s = 499595
BITSREAD = 1000000 0s = 499449 1s = 500551
BITSREAD = 1000000 0s = 500165 1s = 499835
BITSREAD = 1000000 0s = 499592 1s = 500408
BITSREAD = 1000000 0s = 500449 1s = 499551



BITSREAD = 1000000 0s = 500297 1s = 499703
BITSREAD = 1000000 0s = 499998 1s = 500002
BITSREAD = 1000000 0s = 499531 1s = 500469
BITSREAD = 1000000 Os = 499634 1s = 500366
BITSREAD = 1000000 0s = 499441 1s = 500559
BITSREAD = 1000000 Os = 499878 1s = 500122
BITSREAD = 1000000 Os = 499346 1s = 500654
BITSREAD = 1000000 0s = 499699 1s = 500301
BITSREAD = 1000000 0s = 500217 1s = 499783
BITSREAD = 1000000 0s = 500880 1s = 499120
BITSREAD = 1000000 Os = 500023 1s = 499977
BITSREAD = 1000000 Os = 500654 1s = 499346
BITSREAD = 1000000 0s = 499863 1s = 500137
BITSREAD = 1000000 0s = 501098 1s = 498902
BITSREAD = 1000000 0s = 499809 1s = 500191
BITSREAD = 1000000 0s = 499901 1s = 500099
BITSREAD = 1000000 0s = 500428 1s = 499572
BITSREAD = 1000000 0s = 500117 1s = 499883
BITSREAD = 1000000 Os = 500343 1s = 499657
BITSREAD = 1000000 0s = 499587 1s = 500413
BITSREAD = 1000000 0s = 501753 1s = 498247
BITSREAD = 1000000 0s = 500353 1s = 499647
BITSREAD = 1000000 0s = 499678 1s = 500322
BITSREAD = 1000000 Os = 499648 1s = 500352
BITSREAD = 1000000 0s = 499801 1s = 500199
BITSREAD = 1000000 0s = 500204 1s = 499796
BITSREAD = 1000000 0s = 499855 1s = 500145
BITSREAD = 1000000 0s = 500451 1s = 499549
BITSREAD = 1000000 0s = 500169 1s = 499831
BITSREAD = 1000000 0s = 500693 1s = 499307
BITSREAD = 1000000 0s = 499737 1s = 500263
BITSREAD = 1000000 0s = 499426 1s = 500574
BITSREAD = 1000000 0s = 500992 1s = 499008
BITSREAD = 1000000 0s = 500718 1s = 499282
BITSREAD = 1000000 0s = 499970 1s = 500030
BITSREAD = 1000000 0s = 501305 1s = 498695
BITSREAD = 1000000 0s = 500210 1s = 499790
BITSREAD = 1000000 0s = 499989 1s = 500011
BITSREAD = 1000000 0s = 500356 1s = 499644
BITSREAD = 1000000 0s = 500907 1s = 499093
BITSREAD = 1000000 0s = 499798 1s = 500202
BITSREAD = 1000000 0s = 499381 1s = 500619
BITSREAD = 1000000 0s = 499943 1s = 500057
BITSREAD = 1000000 0s = 500151 1s = 499849
BITSREAD = 1000000 0s = 499411 1s = 500589



BITSREAD = 1000000 0s = 500104 1s = 499896
BITSREAD = 1000000 0s = 500135 1s = 499865
BITSREAD = 1000000 0s = 499716 1s = 500284
BITSREAD = 1000000 0s = 500250 1s = 499750
BITSREAD = 1000000 0s = 499887 1s = 500113
BITSREAD = 1000000 0s = 500260 1s = 499740
BITSREAD = 1000000 0s = 499670 1s = 500330
BITSREAD = 1000000 0s = 500289 1s = 499711
BITSREAD = 1000000 0s = 500125 1s = 499875
BITSREAD = 1000000 0s = 499887 1s = 500113
BITSREAD = 1000000 Os = 498973 1s = 501027
BITSREAD = 1000000 Os = 500313 1s = 499687
BITSREAD = 1000000 0s = 500884 1s = 499116
BITSREAD = 1000000 0s = 499842 1s = 500158
BITSREAD = 1000000 0s = 499869 1s = 500131
BITSREAD = 1000000 0s = 500335 1s = 499665
BITSREAD = 1000000 0s = 500447 1s = 499553
BITSREAD = 1000000 0s = 501320 1s = 498680
BITSREAD = 1000000 0s = 500535 1s = 499465
BITSREAD = 1000000 0s = 500358 1s = 499642
BITSREAD = 1000000 0s = 500438 1s = 499562
BITSREAD = 1000000 0s = 499713 1s = 500287
BITSREAD = 1000000 0s = 500019 1s = 499981
BITSREAD = 1000000 0s = 500435 1s = 499565
BITSREAD = 1000000 0s = 499412 1s = 500588
BITSREAD = 1000000 0s = 499978 1s = 500022
BITSREAD = 1000000 0s = 499507 1s = 500493
BITSREAD = 1000000 0s = 499511 1s = 500489
BITSREAD = 1000000 0s = 499350 1s = 500650
BITSREAD = 1000000 0s = 499928 1s = 500072
BITSREAD = 1000000 0s = 500225 1s = 499775
BITSREAD = 1000000 0s = 499671 1s = 500329
BITSREAD = 1000000 0s = 499936 1s = 500064
BITSREAD = 1000000 0s = 499627 1s = 500373
BITSREAD = 1000000 0s = 499537 1s = 500463
BITSREAD = 1000000 0s = 500185 1s = 499815
BITSREAD = 1000000 0s = 500811 1s = 499189
BITSREAD = 1000000 0s = 500509 1s = 499491
BITSREAD = 1000000 0s = 499803 1s = 500197
BITSREAD = 1000000 0s = 499903 1s = 500097
BITSREAD = 1000000 0s = 499877 1s = 500123
BITSREAD = 1000000 0s = 499538 1s = 500462
BITSREAD = 1000000 0s = 500462 1s = 499538
BITSREAD = 1000000 0s = 499617 1s = 500383
BITSREAD = 1000000 0s = 500789 1s = 499211



IMPUJIOKEHME 2: CBOAHASA TABJIMINA CEPTUOUKALIUN

Tabmuma I12.1. Pesynbrars ceprudukanmonubix TectoB NeuroAEAD

Ne

BITSREAD = 1000000 0s = 499049 1s = 500951
BITSREAD = 1000000 Os = 499648 1s = 500352
BITSREAD = 1000000 0s = 499480 1s = 500520
BITSREAD = 1000000 Os = 500413 1s = 499587
BITSREAD = 1000000 0s = 500036 1s = 499964
BITSREAD = 1000000 0s = 500565 1s = 499435
BITSREAD = 1000000 0s = 499432 1s = 500568
BITSREAD = 1000000 0s = 500015 1s = 499985
BITSREAD = 1000000 0s = 500265 1s = 499735
BITSREAD = 1000000 0s = 499931 1s = 500069
BITSREAD = 1000000 0s = 499442 1s = 500558
BITSREAD = 1000000 Os = 500868 1s = 499132
BITSREAD = 1000000 0s = 500337 1s = 499663
BITSREAD = 1000000 0s = 500172 1s = 499828
BITSREAD = 1000000 0s = 500028 1s = 499972

Tecr PesyabTar
JlerepMuHU3M 100/100
Konnuzuu teros 0/100 000
Jlauna KEY—CT 49.98%
Jlauna KEY—-TAG 49.91%
JlaBuna NONCE—CT 50.01%
Jlaura NONCE—TAG 50.06%

Kpurepui

100/100

49-51%

49-51%

49-51%

49-51%

Craryc

PASS

PASS

PASS

PASS

PASS

PASS



Ne  Tecr PesyabTar Kpurepui

7 JlaBuna AAD—CT 49.77% 49-51%

8 Jlauna AAD—TAG 50.12% 49-51%

9 Jlabuna PT—-TAG 50.10% 49-51%

10 Ourpomus CT 7.9999 Out/6aitit  >7.9

11 Outponus TAG 7.9997 6ut/6aiir  >7.9

12 Ckopoctb 1031 Mb/c >1000

|3 OQumlrn 0/10 000 0
pactrgppoBaHUs

14  Key Commitment 0/50 000 0

15  Padding Oracle 0/8 0

16 Pa3mep xona ~7 Kb <9 Kb

17  NIST SP 800-22 15/15 15/15

NPUJIOXKEHHUE 3: CPABHUTEJIbHBIN

MNPOU3BOAUTEJIBHOCTHU

Craryc

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

TECT

Tabmuma I13.1. Pesynbsrarsl cpaBauTenbHOro Tectupoanus (500 Mb nannbIx)

AJITOPUTM Bpewmsi, Cxopoctb, OTHocHuTeIbHAS
b CeK Mb/c CKOPOCTH
NeuroAEAD 0.480 1041 1.00x



B
AJIroput™ pemit,
ceK
AES-128-GCM 1.429
(OpenSSL, codr)
AES-128-GCM (AES-
ND) 0.077
ChaCha20-Poly1305 0.769
(OpenSSL, codr)
ChaCha20-Poly1305 0.262

(AVX2)

[Ipumeuanne: TectupoBanue nporoawsiock Ha mpoueccope Intel Core Ultra 9 ¢
noanepxkoit AES-NI u AVX2. NeuroAEAD ucnonbs30Ball CKaIIpHYIO PEATU3ALHI0
6e3 SIMD-ontummuzanuit. Ilporpammusie Bepcun AES-GCM u  ChaCha20
TECTUPOBAINCH C OTKJIIOUEHHEM ammaparHbIX ONTUMHU3ALMKI Yepe3 MepeMEeHHbIE

okpyxenusi (OPENSSL 1a32cap).
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